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Falcon’ Mobile Device Capture Option
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=m  Quickly & conveniently capture digital evidence
from mobile devices including Apple® iPhones,
iPads, iPods, Android phones & tablets

m Capture SMS, MMS, photos & videos and more!
m  Supports iOS and Android

m Use Falcon®-NEO for all your digital forensic

evidence acquisition tasks in the field or in the lab
’
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This renewable software option expands the functionality of the Forensic Falcon®-NEO with
a convenient method to quickly acquire potential evidence data from mobile devices. For
field investigations, adding this software option to the Falcon-NEO reduces the need to
bring additional hardware to the scene to collect critical evidence from mobile devices. The
Falcon-NEO is a comprehensive, fully integrated digital forensic imaging solution that offers
the ability to capture or image from drives, laptops, external storage, network repositories,
and mobile devices. Add our Cloud Storage Acquisition software option (sold separately) for
even more functionality.

FEATURES

Easily capture evidence data from passkey-unlocked mobile devices including call logs, iMessages, SMS,
MMS, photos, videos, contacts, activity, website history and Wi-Fi settings.

Capture deleted SMS, iMessages, photos, WhatsApp, and contacts.

Mobile devices are connected to the Falcon®-NEO’s USB or optional Thunderbolt/USB-C source port.
Capture data to any destination drive or network repository connected to Falcon-NEO. One device type
(iOS or Android) at a time.

Supports up to iOS version 15.x and Android 4.0 and up.
For unlocked iOS devices, the software performs an iTunes backup.
Preview Flash-Friendly File System (F2FS) using Falcon-NEO's built-in File Browser.

A physical acquisition is performed for rooted Android devices. A logical acquisition is performed for non-
rooted Android devices.

An Android logical acquisition produces an Android backup file (backup.ab). Call logs, contacts, SMS and
calendar are in JSON format. An Android physical acquisition will produce a single dd image file.

Preview and browse captured data on Falcon-NEO from rooted Android devices (physical acquisition only).

Audit trail logs are created and can be viewed on Falcon-NEO or via a web browser, exported to XML,
HTML or PDF format to a USB enclosure.

Analyze captured data using commercial tools like iPhone Backup Extractor.
Option sold as a renewable annual software subscription.

Note: iTunes backup results may vary depending on the iOS release version. Recovering deleted messages is contingent upon the
best effort of the analysis software. Captured data is inclusive of what is on the mobile device, not what may be stored/backed-up to
the cloud.
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